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INHOJIMUTUKA 3A TEXHUYECKHUTE U OP'AHU3AIIMOHHU MEPKMU 3A 3AILLUTA
HA JIMYHUTE JAHHUA B CY , I’ EH. BJIA/IUMHAP CTOUYEB*

BnBeneHue

Hacrosuara nosimMTrka € pazpadoTeHa Bb3 OCHOBA Ha HACOKUTE B OOLUMA pErjilaMEeHT 3a 3aluTa Ha JIMYHUTE
NAHHM, CbI1ACHO KOMTO 3aliMTaTa Ha npaBara u ¢cB00OIMTE Ha PU3UYECKUTE JiMla ¢ orJiea Ha 0OpadoOTBAHETO Ha
JIMYHU JJaHHU U3UCKBA NMPUEMAHE HA MOAXOASLIM TEXHUYECKU U opraHu3allMoOHHU Mepku (1OM), 3a na ce
rapaHTUpa U3MNbJAHEHUETO HA U3UCKBaHUATA HA OOLMs pernaMeHT 3a 3alluTa Ha JIMYHUTE JaHHM.

Pa3nen 1. OCHOBHHM NPpUHUHUINH

|. 3a Bcsika KOHKpeTHa 00paboTKka MHCTUTYLIMATA OCUTypsiBa MOAXOMALIM TEXHUYECKA U OPTraHHU3aLlMOHHH MEPKH
3a 3alllMTa Ha JIMUHUTE JaHHU, OTYUTAUKU:

I.1. JlocTuKEeHUATA HA TEXHUYECKHUSA MpOrpec.
|.2. PazxoauTe 3a npujaraHe Ha MEPKUTE.
1.3. EcTecTBOTO HAa 00pabOTBAHETO.

| .4. OO6xBaTa Ha 00pabOTBAHETO.

|.5. KonTekcra 1 uenure Ha 00padbOoTBaHETO.

|.6. Bb3MOKHUTE PUCKOBE 3a npaBata U cBOOOANUTE HA (PU3HUYECKUTE JIMLIA.
|.7. PuckoBe OT cilyyaiiHO WMJIM HEMPABOMEPHO YHMILL0)KaBaHe, 3aryoa, NpoMsHa, HEpa3peLICHO pasKpHUBAHE

WK I0CTBI A0 NPEXBBPIAEHHU, ChXPaHIABAHU WK 00pabOTEHHW NO JAPYr HAYWH JIMYHHK JaHHH.
2. OCHOBEH MPUHLMI, KOITO HHCTUTYLIMATA CMa3Ba, e Ja He ce 00paboTear rnoseye OT HEOOXOAUMUTE JIMYHH
aHHH, KaTo TOBa ce OTHacs 10 obema Ha cbOpaHUTe JUYHU [JaHHH, CTENEeHTa Ha 00padOTBAHETO, NEPHOA HA
CbXPaHSBAHETO UM U TAXHATA JOCTBIMHOCT.

3. JlaHHuTe cheapa ja ce 00paboTBaT camo OT JiMLara, 00padoTBally TE3U JaHHHU M0 YKa3aHWUC Ha
aJIMUHUCTpATOpA.

4. IMpouecwbT no obpadoTkara ciensa Aa ObJe 10KYMEHTHPaH.




Pasnen I1. Hacoku 3a n3rpakiane Ha cucTeMa OT TeXHHYECKH M OPraHH3aLHOHHM mMepkH (TOM) 3a
3a1UMTA HA JIMYHHUTE JaHHH

5. C ornea Ha BaXHOTO 3HaueHHe Ha TOM no OTHOLIEHWE Ha HaJlaraHWTE rJ100M OT HAA30PHUS OpraH,

MHCTUTYLIMATA CJIe[Ba 1a peaiu3upa MEpKU, KOUTO C€ OCHOBABAT Ha:
J.1. 00yueHue Ha ciykurenure, 00padoOTBALLM JUYHU JAHHMU;
J.2. I0OKYMEHTa/IHa 00€3Me4YeHOCT Ha MPOLECHTE, BKIOYUTENIHO JOKYMEHTUPAHE HAa CaMUTe npouech,
J.3. MOHUTOPHUHI Ha 0OPAabOTBAHETO HA JaHHM 3a CBOEBPEMEHHO OTKPHUBAHE HA MPOOMBH B CUTYPHOCTTA;

J.4. 3ajaraHe Ha u3nckBaHuATa Ha OP3]] B HopManHUTE 1eHHOCTH Ha HHCTUTYLMATA (M300p HA JOCTABYMLIM
U3M10JI3BaHE HA UHPOPMALIMOHHU CUCTEMHU U T.H.).

b

Pazpea 111, Ilpuaoxkumo HUBO HA PHUCK

6. C orjie1 Ha MHOXKECTBOTO NapajesiHi AEMHOCTH, KOUTO C& U3BbPLUBAT B MHCTUTYLMATA, TS Bb3MIPpUEMA €MHHA
OLIEHKA HA pUCKA HA BCUYKWU CBOM JICUHOCTHU, NpUIaraiku Ham-BMCOKHSA, YCTAHOBEH TAaKbB.
7. J1o HannMuuMeTo Ha oduuMaliHA HALLMOHATHA METO10/10T U 3a ONPEAL/IIHE HUBOTO HA PUCKA, MHCTUTYLUATA
npuema, 4€ HUBOTO HA PUCK HA 0OpadOTBAHETO HA JAHHU KATO aAMUHUCTPATOpP CE€ NpUema 3a ,,HUCKO™ —
HEMPaBOMEPHOTO 00padOTBAHE HA JTUYHU AAHHU OU 3aCTPALUMIIO HENMPUKOCHOBEHOCTTA HA JIMYHOCTTA W JIMYHMUS

KUBOT HA OTAEJHO (PU3UUECKO JIULIE WU IPyIia PU3UUYECKH JIULIA.
8. B ciyuait, ue nHcTuTyuusTa € oopadoTBall JaHHWU, CbOTBETHUTE TEXHUUYECKU U OPraHU3allMOHHU MEPKH ce

ONpEJEIAT B J0r0OBOpa CbC CbOTBETHUS A IMUMHUCTPATOP MJIM HOPMATUBEH aKT, KOMTO peryjivpa ToBa OTHOUIEHHUE.
MHcTUTYUMATa CH 3ana3Ba NpaBoOTO CaMOCTOSTE/IHO /1a BbBEAE JIOMbJIHUTEIHU MEPKH 32 CUT'YPHOCT, KOUTO CMATA
32 HEOOXO1UMMU.

Pa3nen IV. TexHH4YeCKH H OPraHU3allHOHHU MEPKH 32 3alMTA HA JIMYHHUTE JaHHH

9. MepkuTe, MOCOUYEHHU MO-10J1Yy, C€ OCHOBABAT HA BB3IIPUETOTO HUBO HA PUCK B T.7.

10. He BCHUKM MEPKH € Bb3MOXKHO J1a C€ OTHACAT KbM OOHWYalHaTa AeMHOCT Ha MHCTUTYLUATA, HO € Bb3MOXKHO
HeO0OXO0AMMOCTTA OT TAX Jla Bb3HUKHE NpU A€UHOCTTA HA 00padOTBALLUTE 32 MHCTUTYLIMATA JAHHU OT TPETH
CTPaHM WJIM TaKWBA, KOUTO Cb3/1aBaT CEUMPHUUHH pPELLIEHUS 3 Hes.

| 1. TeXHHUECKUTE U OPraHu3allMOHHU MEPKH Ce npuarart, 10K0JKOTO ce MoALbpKa OT (YHKUMOHATHOCTTA Ha
CbOTBETHOTO YCTPOMCTBO MM ONEPALMOHHA CUCTEMA, U CE W3MO0JI3BAT OT MHCTUTYLIMATA BbB BPb3Ka €

OCbLIECTBIBAHETO HA CHOTBETHHUSA MPOLEC.
[2. MepKH, HAaCOUEHHU KbM JOKYMEHTAIIHOTO M ONEPATUBHOTO W3MTbJIHEHUE HA MEPKUTE 3a 3allMTa HA JIMYHUTE

NAHHMU:
[2.1. HaanuHa € noJiMTrMKa 3a 3auimra Ha JIMYHUTE JaHHU

12.2. HannuHa e npoueaypa 3a A€WCTBUE NMPU HapyLLIEHWE Ha JIMYHUTE NAHHM;

12.3. OnucaHvie Ha TEXHUUYECKUTE U OpraHU3allMOHHMTE MEPKH 110 OTHOLLIEHHE Ha 3aLlMTa Ha JIMUHUW JaHHH.

12.4. CyOcuaunapHoO ce npuJjarar U:

[12.4.1. IToauTrKa 3a MHQOPMALIMOHHA CUTYPHOCT;

12.4.2. IInan 3a HEMPEKbCBAEMOCT Ha pabOTHUTE TMPOLIECH.
3. MepKku, HACOUYEHU KbM CITYIKUTCIIUTE:
13.1. UudopmupaHe 1 3acuiiBaHe Ha YYBCTBUTEIIHOCTTA HA CJYXHUTEJIUTE MO OTHOLWEHUE Ha oGpaGOTBaHeTo

Ha JMYHW JAHHW, BKJIHOYMTEIHO Ype3 NPOBEkK/AAHETO Ha HAYa/IHH O0y4YeHHUs;




13.2. Hanarane nHa 3a1b/uKMTE/IHA MHCTPYKLIMS 3@ 10MyCTHMaTa ynorpeda Ha KOMMIOTPHU YCTPOMCTBA Ha
WMHCTUTYLMATA BKIKOYMTE/IHO HajlaraHe Ha AWCLUMIUIMHAPHU HaKa3aHWs NpU HEMHOTO HapyllaBaHe;

[3.3. Cnyxurenure OuBat MHPOpMUpaHU U MOANKUCBAT ACKJIapalys 3a MOBEPUTETHOCT.
[4. MepKu, HaCOYE€HU KbM AOCTBHIIBAHE HA HH(POPMALIMOHHUTE CUCTEMU Ha UHCTUTYLMSATA.

[4.1. Becexkun norpeduren vma CBOW YHUKAJIEH aKayHT, KOWTO CJie/Ba Jla He CNOAEs ¢ HUKOMU JIpYT;

[4.2. Hanuue e noJiMTyKa 3a CJI0)KHOCT Ha NMapoJIMTE 3a JI0CThIT 10 akayHTa, 00XBalllalla BCHYKU YCTPOMCTRA
Ha MHCTUTYLMATA (BKJ. cMapTPOHU, TabJIETH, J1ANTONU, CTALLMOHAPHU KOMITKOTPH, CbPBbPH U T.H.);

[4.3. IloTpeOurenure cieaa aa NpoOMEHAT PEAOBHO CBOATA MapoJia, N0 Bb3MOXKHOCT HAJIOKEHO OT CaAMUTE
CJIEKTPOHHU CUCTEMHU;

[4.4. HeycnewHUTE ONKUTH 3a JOCTHI A0 aKAYHTUTE cJlie/iBa J1a ObAe OrpaHUYEH;
5. Mepku HacoY€HM KbM YIpaBJ/IEHUWE HA JIaBAHETO HA AOCTBIHU 10 UHPOPMALIMOHHUTE CUCTEMU Ha
WHCTUTYLMATA.

15.1. [ToTpeOuTennTe MMaT pasiIMuHKA aKayHTH (MpO(uUIn) 3a OTACTHUTE 3a1a4H, KOUTO U3BBPLLIBAT]

15.2. BCHUKK HEHYXKHW npaBa (HanpuMep BCJEACTBME HAa HAIMyCKaHe WM [peMecTBaHe) cie/iBa Jaa ce
[peMaxBaT CBOEBPEMEHHO:

15.3. Bcuuku ctapu ripaBa rnojjiexkaT Ha peloBeH MperJe/l 1 npemMaxsaHe rnpu HE00X0AMMOCT MOHE BEAHDBXK B

roJMHaTa;
6. MepKu HacOUYEHU KbM MPOCIEIIBaHE HA JOCTbhIA U yIpaBlieHHEe HA MHIUACHTH.

16.1. Cucrema 3a cb3laBaHe Y MOJAAbPXKAHE HA JIOTOBE HA AOCTHIIA O PECYPCUTE C JIMYHH JIAHHH;
16.2. [TorpebuTenuTe ciaenBa aa ObaaT HHPOPMHUpPaAHHU 3a MOJIbPHKAHUTE JIOTOBE;
16.3. Jlorosete He Morat aa ObaaT JOCTBLIIBAHWU WUJIM MPOMEHSAHHU OT HEOTOPU3HUPAH NEPCOHA,

16.4. Hanuuue Ha npoueaypu 3a HoTUdUKaLus rnpu npoOMUB B CUIYPHOCTTA HA JIMUHUTE IaHHHU.
| 7. MepKH HACOYEHHU KbM CUTYPHOCTTA Ha padDOTHHUTE CTAHLMH.

[7.1. U3non3BaHe camMo Ha JULIEH3UPAH COPTYeEp;

17.2. PerynspHo oOHOBsIBaHE Ha aHTUBUPYCHUTE COPTYEPH;

17.3. UucTanupaHa copTyepHa CTeHa;

| 7.4. 3a0pana 3a UHCTAIMPAHE HA HEOTOPU3MPAH COPTYED;,

17.5. OrpanuyaBaHe U3I0JI3BAHETO HA NPEHOCHMA NaMeT;

17.6. Tlpoueypu 3a aBTOMaTUYHO 3aKJIFOUBAHE HA CECUNTE!

17.7. PeloBHO MHCTANWpPaAHE Ha KPUTUYHW OOHOBSBAHHUA;

17.8. OrpanuuaBaHe u3Mnoj3BaHeTo Ha MHTepHET, a ako € HEBb3MOXKHO - H3MO0J3BAHE Ha codpTyepu 3a
dbunTprpaHe Ha yeO CTpaHULM U ONPEEIEHH NCHCTBUS; ;

17.9. U3non3BaHe Ha cCTaHAAPTHUTE OMLMKU 3a KpUNITUPAHE HA JMCKOBETE 32 CbXPAaHCHUE Ha HH(bOQMaunﬂ Ha
ONnepalMOHHUTE CUCTEMM:

17.10. B3uMaHe Ha Cbhrjiacke npeid MHTEPBEHLMs OT CTpaHa Ha aIMMHHUCTpaTopa BbpXy padoTHaTa MalllHa

Ha NOTpeOUTEN .
18. MepKH HACOUYEHH KbM CUTYPHOCTTA Ha M3M0JI3BAHUTE MOOWIHW YCTPOHCTBA.

18.1. KpunrupaHe Ha MOOUJIHUTE YCTPOHCTBA,;
18.2. BB3MOKHOCT 3a OTAAJIEUEHO MPOC/esiBaHe Ha OTKPaAHATO/3ary0eHO yCTPOUCTBO;

18.3. PeryasipHo cb3/1aBaHe Ha PE3EPBHM KOMUS U CHHXPOHM3ALHs Ha TaHHUTE,

18.4. CMapThOHUTE U3UCKBAT OTKJIKOUBAHE MOCPEACTBOM ONPE/EICHO AEHCTBHE, CBBP3aHO ChC CHIYPHOCTTA.
19. MepKu, HaCOUEHHU KbM CUI'YPHOCTTA Ha BbTPELIHATA KOMITIOTbPHA MPEXKa.

19.1. OrpaHnyaBaHe MPEKOBUTE MOTOLM CAMO /10 HAk-HEOOX0AMMOTO;




19.2. OcurypsBaHe Ha A0CTbIN Ha MOOMIHUTE U3UMCIIMTEHHW YCTPOUCTBA MOCPEACTBOM VPN;
19.3. Ornenave Ha Wi-FiI Mpexxara oT ApyruTe MpexHu;
19.4. [punarane Ha WPA2 nan WPA2-PSK 3a Wi-F1 mpexure:
19.5. IlpoBexxaaHe Ha €KEroJHU TECTOBE 3a MPOHHUKBAHE (BbHLUHH).
20. MepKH, HAaCOYEHHU KbM CUTYPHOCTTA Ha CbPBbHPUTE.
20.1. OrpaHuuaBaHe Ha J0CTbIMA 10 aAMUHUCTPATUBHU MHCTPYMEHTH CaMO 3a OTOPU3UPaHH JIMLLA,
20.2. He3abaBHa MHCTaNALMA HA KDUTHUHU OOHOBSIBAHMUS;
20.3. OcurypsiBaHe Ha HAJIMYHOCTTA HA JAHHWUTE,
20.4. MepKn HacOYeHH KbM CUTYPHOCTTA Ha yeO cTpaHuLMTE/yeh CUCTEMH Ha MHCTUTYLIMATA K3non3BaHe Ha
TLS npotokon;
20.5. [Tapona uau notpedutencko ume He ce npeaasar B URL;

20.6. KateropuitHu JaHHHW, KOWTO MOTaT J1a Pa3KpUAT JIMYHW TaHHH, HE CC NIpeiaBdl b URL;
70 7. OCHOBHUTE JaHHU. KOUTO MOraT ja rnoc/y’kKaT 3a pa3nosHaBaHe, Ca KpUIITHPAHN,
20.8. INocTaBsHe Ha OaHep 3a cbriacue 3a OUCKBUTKHUTE, KOWTO HE Ca HeoOXOAUMHU 3a TMNpeJIoCTaBIHE Ha

OCHOBHUTE YCJIYTH. :
21. MepkH, HACOUEHH KbM OCUIypsiBaHE Ha HENPEKbCBAEMOCTTA Ha OPraHN3aLMOHHNTE MPOLECH,

21.1. Cb31aBaHe Ha peryjsapHU pe3€pBHN KOMHA,

21.2. CbXpaHeHHe Ha pe3epBHUTE KOMKs Ha CUTYPHO MACTO;

21.3. [nanupar ce Mepku 3a CUIypHOCT 3a NpeJaBaHe Ha pe3CpBHUTE KOTIHA,

21.4. [lnaHupaHe 1 TeCTBaHE Ha HEMPEKbCBACMOCTTA Ha OpPraHU3alMOHHKMIC MPOLECH.
22. MepKH, HaCOUeHH KbM OCUI'YpsiBaHE Ha CHI'ypHOCTTA Ha aApXUBUPAHETO.

22.1. [punaraHe Ha cneuGUUHK MPOLEAYPH 38 A0CTHIT 10 apXHBHPAHHMTE JIAHHMU;

72 2. VHULLOKABAHE HA CTapyUTE apXHUBH MO CUI'ypCH HA'HH.
23. MepKH, HaCOYEHU KbM OCHTYpsiBaHE HA MOHUTOPUHI" BPXY yHHULI0XKABAHETO Ha HOCHUTE/IN Ha JIaHHH.

773 1. 3anuicBaHe Ha Bb3MOXKHUTE MHTCPBEHLWH B PErMCTDHD,
73 2. HabnroaaBaHe Ha MHTEPBEHLIIMMTE HA TPETH CTPAHK OT o MLHATHO JULE HA UHCTUTYLIMATA;

23.3. M3rpuBaHe Ha JaHHWUTE OT HOCUTEIA MPELH HETOBOTO YHULLOKABaHE.
24, MepKu, HaCOUYEHH KbM KOHTPOJ Ha 10CTABHHIIHTE.

4. 1. CreluasnHu Kiay3u B 10roBopure ¢ 10CTaBHULMTE,

24.2. TlpeBH/IeHH YCIOBHS 33 BPBLLAHE WK YHULILOKABAHE Ha NNAHHUTE;

24.3. KoHuTpoj BbpXy ehEeKTUBHOCTTA Ha MPEAOCTABEHHTE rapaHiu (OJAMTH 110 CUTYPHOCTTA, BU3NTH 1 T.H.).
25. Mepku, HacO4YE€HH KbM CUTYpHOCTTA Ha 0OMEH Ha JIJaHHU C TPETHU CTPaHH.

25.1. KpunTupaHe Ha JaHHUTE MPEan TAXHOTO U3TpalllaHe,

25.2. llpenaBane Ha ceKpeTa pas3/Ie/HO 1 NOCpeACTBOM pa3jiMyeH KaHall;

25.3. M3puuna nposepka, e € nojaaeH BCpHUAT nojyvarel,

25.4. [lpukauBaHe Ha CbOOLICHHUE 3 KOH( U AEHUMATHOCT KbM BCAKO M3IMPATECHO CbOOLIIECHHE;

75 5 M3non3BaHe caMo Ha Cl1y)KeOHH €JICKTPOHHH MOLILH, KOTaTO CHOOLLIEHHETO CE U3Mpallla 1o UMEHII.
26. MepKH, HACOYEHH KbM (pU3MHecKaTa 3alliTd Ha MNOMELICHUATA

26.1. OrpanyiyaBaHe Ha J0CTbNA 10 MOMELICHHATA MOCPEeACTBOM 3aK/JIHOUCHH BPATH,

06.2. VIHcTanupaHe Ha ajapma NpoTHB B3JIOM U NEpHoAUtHATA UM npoBepKa;
6.3 M3nos3BaHe Ha 3aK1rouBaliy lKapoBe Wik Kack 33 CbXpaHABAHC Ha TUUYHUTE JIaHHUW W/ UK TIPEHOCUMHUTE

W3UMCIIUTENHW YCTPOUCTBA!
26.4. CaeaBaHe Ha 110JIMTHKA HA ,UMcTO OHOpO™.




27. MepKH, HacCOYEHH KbM pa3paboTUMLM Ha €JEKTPOHHU CUCTCMHU 33 MHCTUTYLIMATA.
27.1. TecTBAHETO HA €1CKTPOHHU CUCTEMH CE€ U3BBPLLIBA CaMO C (UKTUBHM UK AHOHUMU3UPAHU JaHHH,

27.2. B cnyyail Ha HaJMYMETO Ha ONUMOHAIHOCTH, HACOYCHW KbM MOBEPHUTETHOCTTA Ha HH(pOpMALLKATA,

peJaraHe Ha HaCTPOMKHM 3a TAX Ha KpalHHs MOTPEOUTE.
28. Mepku, B ciiydait Ha HEOOXOAMMOCT OT U3MOJI3BAHE Ha KpUnTorpa)CKu yCIlyru.

28.1. M3nosi3Bane Ha MPU3HATH alropuTMHU, coPryepu 1 OMOIUOTEKH,
08.2. 3ana3BaHe 3alllUTeHU ceKpeTa U KpUnTorpadCKuTe Kio40BE.

Pasnen V. Tperu crpaHu, oOpad0OTBallH JaHHH

29. B ciyyali Ha M3M0JI3BaHe HA TPETH CTPaHK KaTO 06paboTBallM JaHHU, MHCTUTYLIMATA U3M10J13Ba CaMO Takuea
00paboTBaLILK, KOMTO MPEAOCTAaBAT A0CTATbYHHU rapaHiini, ue LIC npriardt NOAXOASAA TEXHUYECKH W
OpraHu3allMOHHKM MEPKH 3a 3alUTa Ha TUYHHTC 1aHHHN. Tesn MepKH ciie/iBa jia ObaaT CXO/IHH 110 00XBaT Ha TE3H,
KOWTO ca onpeje/ieHu B pasaen ., TeXHUYECKH W OpraHn3alMOHHU MEPKHU 3 3aLlLMTd HA JIMYHWUTE JAHHKW™ OT Ta3M
nonutuka. O6paboOTBAHETO C€ Bb3JIara 4pes 10rosop, B KOWTO U3PUYHO €a MOCOUYECHHU MOHE:

29.1. [1peameT Ha 00padOTBAHETO,

29.2. Cpok Ha 00pabOTBaHETO;

29 3. EcTecTBOTO M LiejiTa Ha 00padOTBaHETO;

20.4. Buga TWYHU JAHHH;

29.5. Kareropuure CyO€KTH Ha aHHH;

20 6. 3aab/IKEHUATA U npaBaTa Ha a/IMMHUCTPATOPA,
99 7. HeoBGX0nMMOCTTa OT [MHMCMEHO paspelieHne OT CcTpaHa Ha WHCTUTYLMsATa 3d M3MOJI3BAHE Ha APYIH

oOpaboTeally 0T 00padoTBALLMA TaHHH;
29.8. O6paboTBaMAT ACHCTBA CaMO MO yKasaHWU:A Ha 4 IMUHUCTPATOpA;
29.9. O6paboTBaLMAT rapaHTUpa, Y€ Juuara, ornpaBoMOLICHN Jd 06paboTBaT JIMYHKWTE JlaHHU, Ca MOCJIN

AHFKUMEHT 3a MOBEPUTEIHOCT MM €@ 3abJDKEHH 110 3aKOH Jia criasbal MOBEPHUTETHOCT;
29.10. O6paboTBalLMAT MOANOMAra aaMUHHCTpaTopa ¢ BCHHKY NOAXO/ALLM CPEACTBA, 3a /1a €& rapaHTHpa

cra3BaHEeTO Ha pas3nopeaduTe OTHOCHO NpasaTa Ha cyOeKTa Ha JlaHHHU.
Paznen VI. OGHOBSIBAaHE HA TEXHHYECKHTE H OPraHH3alHOHHMTE mepku (TOM)

30. 3a ueata Ha noaabp:kane Ha TOM B akTyalHO ChCTOAHKE € OTJICA Ha yCI0BUsATA MocodeHu B T.1.1- .7, BCsIKA
roavua C3J1/1JI3]1 u3bpluBa nperiacei v rpu HEOOXOIUMOCT KOOPAMHUPa HEOOX0AUMOCTTA OT NPOMEHH CbE

3acerHaTuTe 3B€Ha B MHCTUTYUUATA.

HacTosiiara nojuTuKa 3a TEXHUYECKUTC U Opral%u?m MeDKU 3a 3alldTa Ha inunuTe aanHu Ha CY 1 en.
Bnaaumup CToitues™ € yTBbpAeHa CbC 3aM0BCA No, 7/ o4, ,42_/2..2018r.
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Ilpunoxenue 1

Kvm un. 5, m. 6 Texnuuecku u opeanu3ayuoHHU
MepKU 3a 3auuma Ha JTUYHUME OAHHU'

|. OBPABOTBALLMUAT Ttperupa Bcuuku avuHu aaHHu, npeaaaeHu ot AJIMHUHUHUCTPATOPA wnu
Bb3HUKHA/M 10 Bpeme Ha oOpadoTrkara, KaTto MOBEPUTENHHW, KATO HE I'M pa3KpHWBa, OCBEH Ha CJIYKUTEJIHUTE CH W

00paboTBalld MOAU3MBIHUTEIN U CaMO A0 KOJIKOTO TOBA € HEO0OXOJAMMO 3a M3MbJHEHUE HA JEHUHOCTUTE IO
1I0r0OBOpA.
2. OBPABOTBAULIMAT noaabpxka NOAMTHKHA, HHCTPYKUHKU WJIM HACOKHU, KOWUTO Mpepasriexia U 00HOBsBa,

aKO € He0OXO0AUMO, Hall-MalKO BEJHBXK MOJAMIIHO, peryjupallyd CUrypHOCTTa Ha HH(pOpMaLMATa U B YaCTHOCT Ha
3alllMTaTa Ha JTUYHUTE JaHHU, a KakTo U U'T curypHocTra.

3. OBPABOTBAILMAT rapantupa, ue CayKUTEITUTE MY:

3.1. ca ce 3abJKHUIIM MUCMEHO J1a Cra3BaTr NMOBEPUTETHOCTTA HA JIMUYHUTE JaHHMU;
3.2. NO3HaBaT CbOTBETHUTE MY MOJUTHKH, MHCTPYKUMU M HACOKH BBB BPb3Ka CHC 3aLLUTA HA JIMYHUTC

JIAHHM;

3.3. no3HaBaT 3aKOHOAATEJICTBOTO 3a 3allMTa HA JAHHWUTE;
3.4. 3HaAT KAKBY MEPKHU M JEHCTBUS [a NpeArnpUeMar npy eBeHTyasieH NpoOuB B CUIYPHOCTTA Ha JIMUHHTE

NNAHHMU;

3.5. ca kBaauduuUMUpaHU J1a U3ITBJIHABAT Bb3J0KECHUTE UM 3a1a4H BbB BPb3Ka C oOpaboTkaTa Ha JIMYHUTE

NAHHMU.

4. OBPABOTBAILIUAT noaabpika HEOOXOAMMOTO HHMBO Ha KOHTPOJ BBPXY IMOMCUICHUATA, B KOWTO CC
006paboTBAT JaHHWUTE, BKJIKOUMTETHO ChPBbPHHU M/M CXOAHU NOMELIEHHMS, KOCTO Jia NpEeAOTBPaTH HEOTOPHUIHPAH
AOCTBN J10 TAX. _

5. OBPABOTBAILIMAT B3uMa HEOOXOAMMHUTE MEPKH 3a JOIBIHWTEIHH (PU3MYECKH OrpaHHuCHHUA TPE
HeperJaMeHTUpaHnus W/ WM HEOTOpPU3UpaH AOCTbIl 10 JIMYHW JaHHH (K1rOualiky, LKadose, METaJHU Kacu,
000pY/1BaHK 30HW C KOHTPOJIMPAH J0CTHI, 000PYABaHH MOMCLICHHSA, CHCTEMA 34 (pu3ruecKr KOHTPOJ Ha A0CTbNA
( BKJI. Gapuepu, Kamepy 3a HabMIOAEHUE), OXPAHUTE/IM U CUCTEMa 3a YIPpaBICHHUE Ha CUI'ypHOCTTaA, aBTOMAaTHYHA
MoXapoU3BECTABAHE, alapma M Nno)xaporacuTeslHa CUCTEMa, CHCTEMH 3a 3alllMTa Ha NepUMeTHPA).

6. OBPABOTBAILLIMAT noaabpika perucTbp/10rose Ha 10CTbMUTE 10 MNOMELUCHHUATA, B KOUTO CC oOpaboTBar

JIMYHU JIAHHMU. | |
7 OBPABOTBAILIMSAT noambpka BB3MOXKHOCTTa Ja C€ TMpOC]eId BCAKO BBBEKAAHC, NOCTLIBAMIC,

MOM(HULIMPAHE, U3TPMBAHE HA IMYHW AaHHU OT CHOTBETHHA C/1yKHTC.

L EEee————



8. ObPABOTBALMAT npunara cneunduunu MCPKH 3a 3alllMTa Ha aBTOMATU3UPAHUTE CUCTEMU. KOWUTO
U3110J13Ba KAKTO CJjie/1Ba;

8.1. 10CTBHNBT 10 CUCTEMHUTE € 3allUTEH U CHI'YPCH W C€ OCBLLECTBSIBA MOCPEJICTBOM YJIOCTOBEPS BAHE;

8.2. npaBata Ha AJIMUHUCTPATOPUTE ca OrPaHWYEHHW 10 HEO0OXOAUMOCTTAa OT OMEPATUBHO
00C1y)KBaHe;

8.3. aKTMBHO TNpOBEpsABA AaKTYaJHOCTTA HA W aKTyanausupa npeaoCTaBEHUTE AOCTBIM W [paBa J0
CUCTEMMUTE;

8.4. U3M0JI13Ba CTAHAAPTHUTE KPUNTOrPadCKU Bb3MOYKHOCTH Ha ONEpaLlMOHHUTE CUCTEMH, Da3UTE JaHHU U
KOMYHUKALlMOHHOTO 000pYy/1BaHe;

8.5. MOAABbPIKA PE3EPBHMU KOMUS U Jla MOKE /1a Bb3CTAHOBH 3ary0eHU AaHHMU:

8.6. M3M0/13Ba CaMO JIMLEH3UpaH codTyep, KOMTO ce 0OHOBSBA P€1OBHO OCOOEHO 10O OTHOLUEHWE Ha
KPUTUYHUTE OOHOBSIBAHUS:

8.7. U3M0/13Ba aKTyalHa aHTUBUPYCHA 3allUTA;

8.8. MaKCHMaJIHO OrpaHHYaBa U KOHTPOJIMPA W3I10J13BaHETO HA MHTepHeT OT paOOTHUTE MECTa, HA KOUTO
Ce M3BBbpLIBA 00padoTKaTa;

8.9. NpeXBbpJist/cCbOUpPaA JaHHUTE caMo Nnpe3 curypuu nporokoau TLS, HTTPS, SFTP u FTPS:

8.10. nosabpika TEXHUYECKUTE MEPKM, KOMTO Hajarar 3aTBapsiHE Ha HEAKTUBHW CECHM, GJOKMpaHe Ha
AKayHTH CJI€/ HAKOJIKO MOCJIEI0BATEIHK HEYCMELLIHW ONKTA 33 BXO/, CHJIHA MapoJa UK YA0CTOBEPsBaHE upes
napoJia U MEpKH, U3UCKBALLLK CUTYPEH TpaHC(EP U CbXpPaHEHWE HA TaKUMBa MapoJiu;

8.11. u30sarsa oOpabOTBaHETO HA YCTPOICTBA, KOUTO HE € cepTUULIMPaAT W/ WM 0OCTYXKUI, aKO TOBa ce
HaJiara rnpoBepsiBa U HACTPOHBA BCAKO €4HO TaAKOBA YCTPOMCTBO;

8.12. B3uMa HEOOXOAMMUTE MEPKM 3a NMPaBUIHOTO M3TPUBAHE M YHHIIOKaBaHe Ha MHPOPMALMATA OT

CbOTBETHUTE HOCUTEIIH.
9. ObPABOTBAILIMAT u3bsarea cbxpaHsBaHETO Ha JUUYHHW JaHHU BbPXY NPEHOCUMH HOCHUTENIW. AKO TOBA

HEeU30€KHO ce Haslara, To CbLIUTE ciieaBa Aa ObAaT KpUIITUPAHU,

[0. ObPABOTBAILLIUAT nokymentupa, ananuszupa u cboOwaa Ha AJIMUHUCTPATOPA 3a Bcuukwu
[NpOOUBU B CUT'YPHOCTTA, HE3ABUCUMO JIaJIM CE€ Kacae 3a PU3UYECKU JOKYMEHTH UJIM aBTOMATU3UPAHU CUCTEMMU.

| 1. B cnyuait Ha pa3zpadbotka Ha codryep oT crpaHa Ha OBPABOTBAILLINUA, 3a AIMUHUCTPATOPA unu
OT ¢TpaHa Ha Tpeta ¢TtpaHa 3a ObPABOTBAILLIMA ¢cBbp3an ¢ 00padOTBAHETO HA JIMYHUTE JAHHHU, MOCIEJAHUTE HE
Morart ja ObjJarT M3MNO0JI3BaHW 3a TeCTBAHE IMNpeau aa 0baaT aHOHUMM3MPAHW WM MACKUMpaHW, Taka 4ye Aa He
NO3BOJIABAT UACHTU(PUUMpPAHE HA JAHHHU 38 (PU3UUYECKH JIKLIA.




CIIOPTHO YYUJIMILE "TEH. BJAJUMHUP CTONYEB"
rp. Cogus, byi." Acen Hopaanos'' Ne2, 02/8706095,su_gvs_sofia@abv.bg

3ATIOBE/I
No 153,30 M.2018r

Ha ocnoBanue 4. 259, an. 1 or 3akoHa 3a npeayYHIMIIHOTO U YYUIMLIIHOTO 00paszoBaHue 1 uil. 23, an. 4 oT
3aKOHA 32 3all|Ta Ha JUYHUTE JaHHU OTHOCHO HEOOXOAMMOCTTa OT 3alllMTaTa Ha PU3MYSCKUTE JIMLA NPH
00paboTBAHETO HA JIMUHW JaHHU BbB BPbH3Ka C MOCTUIAHETO HA CHOTBETCTBUE C Pernament (EC) 2016/679 Ha
Esponeiickus napnament 1 Ha Cbeeta ot 27 anpun 2016 .

VTBBPKJIABAM:

|. [ToIMTHKA 3@ TEXHUUYECKK KU OpraHu3allMOHHW MEPKH 3a 3alllMTa Ha IMYHATE TaHHHW B CVY* 'en. Baragumup

CtonueB* .

[. HAPEXJIAM:

Y TlognTHKa 38 TeXHHUYECKH M OPraHM3alMOHHW MEPKM 3a 3alluTa Ha JIMYHWTE JaHHM Ja €€ J0BEAC O

3JHAHUETO Ha JUTbXXHOCTHUTE Jinua 3a CBEACHHUC U U3MbJIHEHUE, KOCTO C€ YA0CTOBCPABA JTUYHO C MNMOAITHC.

3 M3nbaHeHUeTo no T. 2 Bb3aaram Ha — Tojaop CTaHkoB FIBaHOB Ha UTBAKHOCT CUCTEMCH aIMUHUCTPATOP.
4. KOHTPOIBT MO_M3MbJIIHEHHETO Ha 3aMOBCATA Bb3saram Ha —MBanka CnaBosa YyHueBa - 3aMCCTHUK-
o
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