CIIOPTHO YYHJIHIIE“I'EH. BJIAJIUHMHP CTOUHYEB”

1113 Cogpua, oya. ,,Acen I/Iop()auoe” Ne2, men./pakc 02 870 34 81,
e-mail: su_gvs_sofia@abv.bg  www.sugvs.com

y TB’BP)I(ZIABAM:(
/Bacun Bymee /[upekmc uuee*/
- BBTPEILIIHH IIPABHJIA
3a 0e30NACHOCHT HA Y4eHUuuume 6
KOMRIOMBPHAMA MPEHCA 8 YHUTUWEMO U 6 UHMEPHEN
IleiuTe HA NMpaBUJIaTa ca A ce:
g rapaHTHpPa NPaBOTO HA YYEHUIIUTE HA J0CTHII 10 MOAXOAAIA HHpOpMAaUHs U
MaTepHaJ i B MPeXKaTa;
. OCHINECTBH TMNpEBEHIHs W CHHTEe3Upa Ha €AHO MACTO HHE@OpMALHATA 34
ONACHOCTHUTE B HHTEPHET;
. NPEeJOCTABAT KOHKPETHH HACOKHM 32 3aKpPHJA HAa YYEHMUHUTE H 0€30MacHO
[0OBEJACHHE B KOMINIOThbPHATA MpeKa B YYHJ/IMIIE H B HHTEPHET;
. MoA00pH KOOPIAMHALMSATA U OTTOBOPHOCTHTE HA YYACTHHIHTE W/W/IH BCHYKH

3JAaMHTEPECOBAHU CTPAHH.

OcHOBHHTE NPUHIMITH 32 padOTa B KOMIIIOTbPHATa MPEXKa B YYHJIMIIEC U B UHTEPHET ca:

1. PaBeH J0CTBHITI HA BCUYKU YUYCHULIH;

2. 3ammMra Ha YYEHHIIMTE OT BPEJHO MM HE3aKOHHO ChAbp)KaHWE U WH(OpMALUs KaTo:
caMOHAapaHsBaHe, THProBUS C HAPKOTULM, Xa3apT, MponaraHAdpaHe Ha BPEIHU U
OMAacCHM HABUIM U JIEUCTBHUSA KaTO aHOpPEKCHs, OyJIMMHusl, TOpHOrpadus, TOIEpHpaHE Ha
pa3JIM4HU (OPMHU HA HACUJIME, IIPOIOBABAHE Ha TEPOPH3bM, ETHUYECKA U PEJIMTHO3HA
HETOJIEPAHTHOCT, CaMOYOUHCTBO U AP.;

3. 3audTaHe W 3alllMTa Ha JIMYHaTa HEIPUKOCHOBEHOCT;

4. TloaroToBKa M KOHTPOJI Ha YYEHHUIMTE 32 O€30MACHO U OTTOBOPHO MOBEJACHUE OHJIANH;

5. CbTpyIHHYECTBO B AYyX HA TOJEPAHTHOCT U JTOOPOHAMEPEHOCT MEXIY YUYHIULIETO H
POJIUTEIMTE/HACTOUHHULIUTE.

KomnioTbpHaTa MpesKa B YUHJIHMIIE CE M3M10J13Ba B MEarOrMUeCKUTE CHTyallMu U yueOHH
4acoBe camo 3a 00pasoBaTesHM Leu. [lsuiaTa Mpexa o0XBalla KOMITIOTPUTE, CBbP3aHH ¢ KaOeJIHH
W/ Oe3KUYHU BPB3KH, CUTYHPAHH B KOMIIOTHPHUTE KaOWHETH, 00OpYJBaHHU KJIACHM CTau W
anmuHucTparuBauTe nomernenuss Ha CY“I'en. Bnagumup CroilyeB™, KakTO M YCTpOHMCTBATa
(mepcoHaJHU cMapTHOHH, JANTONHU U Ta0JIETH) ¢ OE3XKUUYEH NOCTDBIT 10 HHTEPHET.



Y4yeHuuuTe UMaT MpaBo Ha:

[

PO

PaBeH JOCTBII [0 MpeKaTa Ha YUYMJIMIIETO. ¢ M3KIFOUEHUE Ha KOMITIOTPUTE B
aIMUHUCTPATUBHUTE ITOMEIIIEHUS.

PaboTa ¢ ycTpoiicTBaTa (KOMITIOTpH, JIANITONHU W TabNeTH) B MpekKaTa ¢ [MoJIKpenara Ha
[MeJJarOru4e€CKy CIIELIUAIUCT.

ObydeHne 3a 6e30MaCHO M OTFOBOPHO IIOBEJEHHE B Mpekara Ha YUUJIUIIETO U B
HHTEPHET.

MHpopmanms 3a npaBusiata 3a pabora B MpeKara.

CurypHa uudpona cpejia B yYUIIUILETO.

[lonzane Ha MoOMHMTE cM ycTpoiicTBa W3BBH yueOHHs mpouec (MOYMBKATA M

MEXKIydacHusaTa), a I[pU H3PUYHO yKa3aHWe Ha y4UTel — M B y4yeOHHS
Jac/mearornyeckaTa CUTyalus 3a HeJuTe Ha yueOHHs ITporec.

p C*mﬁﬁéB“gHa

JHpeKTOpBT HA YUMITHILETO:

1.

OpraHusupa J€HHOCTTA 10 U3IBJIHEHUETO HA TE3M NPABUJIA, U OCUTYPSIBA JOCTBI JI0
KOMITIOTbpHATA Mpexka, C(PEKTUBEH U MMOCTOSHEH KOHTPOJI, INIAHMPAHETO HA MEPKH T10
OpraHu3alMATa 3a Clla3BaHe Ha NpaBujara 3a padoTaTa Ha YYEHHIMTE B Mpexara u
3allIMTa OT BPEHO MJIM HE3aKOHHO ChAbPXKAHUEC B HHTEPHET.

OcurypsiBa 1p¥ TeXHHYECKa BB3MOXKHOCT MpocC/ieasBaHe Ha TpadHKa, OChIIECTBIBAH
Yype3 Mpexara Ha YUYHIIHIIETO.

[Ipu xoHCTaTHpaHe Ha cydan Ha KUOEPTOPMO3, HE3AKOHHO ChIBP)KAHUE U MOBEICHUE
B MpEXKaTa Ha YYMJIMLIETO W/UJIM B UHTEPHET YBEIOMSBA HEe3a0ABHO KOMIIETEHTHHUTE

opranu — Jlupekuus ,,CollMaIHO noanomaraHe™, Mo MecTonpeOUBaBaHe Ha JETETO U

[ maBHa nupekuus ,,bopba ¢ opranusupanara npecTbnHOCT, CIICLHAJIM3UPAHHUSAT OTAE
-KuOepnpecrenuoct* Ha MBP. B Te3u cnyuau okasBa HyXHOTO CbJICHCTBHE HAa

KOMIICTEHTHUTE OpraHu C LeJ1 YCTAHOBSABAHE HA U3BBPLIUTEIIUTE U MPEAITPUEMa MEPKH
3a NPOTUBOJECHCTBHE W MPEMAXBaHE HA CHOTBETHOTO ChIbPIKAHHE OT Mpexara Ha
yunnuamero. Mosxe Jia rmoJry4aBa ¥ KOHCYJITaHTCKa OMOI OT HaroHaIHus eHTsp 3a
Oe30maceH UHTEPHET.

OpraHu3upa B HaAuyaJlOTO Ha BCsKa yvyeOHA rojJMHA 3alo3HAaBaHE HA YYEHHULUTE H
POAUTEINTE/HACTOMHULIUTE C MpaBUJIaTa 3a Oe3onacHa paboTa B Mpexara.

OcHrypsiBa OTIFOBOPHO JIMLE,CIYXKHTEJ Ha YYMIIMILETO, KOETO Jla W3IbJHSBA
(YHKLIMUTE HA CUCTEMEH aJIMHHUCTPATOP.

Yuure/uTe, NMeIarori4ecKuTe CIHeHaJTUuCTH H PBLKOBOAUTEJUTE [0 HANPABJIEHHE
UK'T ca uibpxHu na:

L.

Pa3scHsABaT npapuiiaTa 3a 0€301MacHO M OTIOBOPHO MOBEAEHHE NpU paboTa B Mpexara
Ha YYHUJIMILIETO U B UHTEPHET. '

OCBUIECTBIBAT IIOCTOSHHO HAOIIOJICHUE W KOHTPOJ BbPXY pa0OTaTa Ha YYECHUIIUTE B
MpeXXaTa Ha YYHJIUIIETO B YUEOHO BpEME.
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[Ipeanpuemar He3abaBHM MepKH 3a IPEyCTAaHOBSBAaHE HA NOCTbIA HA YUEHUIIUTE /10
HE3aKOHHO M BPEJIHO ChABPXKAHUE B MpEKaTa. _

4. YBenomsBar He3a0aBHO JUPEKTOpA HA YUHIMIUETO MpyW HapyllaBaHE Ha I1paBUJIATA,
Cllydyau Ha KHOEPTOPMO3 WJIH TIPU YCTAHOBSIBAHE HA HE3aKOHHO U BPEIIHO ChbABbPIKAHUE
UJIK TIOBEJICHUE B MpEIKaTa.

J. OKxasBarT MoJkpena Ha Y4YEHHUH — OOEKT Ha KHOEpTOpMO3, 4Ype3 M'bpBOHAYaAIHA
[ICUXOJIOrMYECKa MOJIKpena OT YYMJIMUIHUS TCHXOJIOr, Ype3 pa3roBOp OT CTpaHa Ha
[Ielaror B ICTCKaTa rpaJiiHa 3a CHH)KaBaHE Ha HAIPE)KEHUETO y JETETO.

6. CurHanmusupatr npu HeoOxomumocT Jlupekuus ,,COUMAIHO  IOAIOMAraHe 1o
MCCTOXKMBECHE HA YUYCHHKA C L€/ OLIEHIBAHE HA HYXJlaTa OT HACOYBAHE KbM COLIMAIHH
yCJIYTY 3a OKa3BaHE Ha [10c/ie/1Baiia rnojakperna.

CHCTEeMHHSAT aIMUHHCTPATOP:

I. OcurypsiBa o61mara 6€30nacHOCT U PyHKIIMOHATHOCT Ha MpesKara.

2. llpenmara v mpuiaara Mepkd, orpaHuYaBally JIOCTBIA HA VUEHHLUTE J10 BPEIHO HJIH
HC3aKOHHO CBABPKAHWUC U TOBEJACHUE B HHTEPHET B CBOTBETCTBHE C JICHCTBAILIOTO
3aKOHOJATEJICTBO Ha PenyOnuka bouirapus.

3. V3BbpuiBa nepuoanyeH nperie/ Ha KOMIIOTEPHATA MPeXa Ha YYUIIHILETO 32 HATHUHE
Ha BBb3MOXHH 3aIllaXH M PHUCKOBE 3a CUTYpPHOCTTA Ha YYEHUUMUTE MpH padoTa B
WHTEPHET.

4. Cnenu tpaduka, OCBLIECTBSIBAH Upe3 KOMIIIOTLPHATA MpeXa Ha YUHIIHIIETO.

d>. llpennpuema HezabaBHM MEpKM 3a IIpEeyCTAaHOBSBAHE HA JOCTHIA HA YUCHULUMTE 10
HE3aKOHHO W BPE€JIHO ChAbpPKAHUE B MpeKaTa.

6. YBemomsiBa He3a0aBHO IMPEKTOpa Ha YYWIMIUETO NPU CIydad Ha KHOEPTOPMO3,
HAapylllaBaHC Ha IIpaBUJIaTa WJIM IPH YCTAHOBSABAHE HA HE3aKOHHO ChIAbPIKAHUE WIIM
[TOBEJICHUE B MpEXKaTa.

/. CbIeHCTBa 332 yCTaHOBABAaHE Ha M3BBPIIMTENM Ha KMOEPTOPMO3 W MpUIAra MEPKH 3a
OrpaHHYaBaHE HA TaKHWBa CJIyyau.

PoaurennTe umar rnpaso ja:

[. TlomyuaBaT uH(pOpMaIMs 3a pUCKOBETE M 3arUIaxuTe 3a 6€30MacHOCTTa Ha TEXHUTE Jela
[Ipy padOTa B MHTEPHET B YUMJIMILETO U BKBIIIH.

Do

bbIaT CBOCBPEMEHHO MH(DOPMUPAHH, AKO JIETETO MM € OOEKT Ha KHOEpTOpMO3 B

YUYHUJIHIIICTO.

3. YdYacTBaT CbBMECTHO C PBKOBOJCTBOTO Ha YUHJIMILETO MPU pa3pellaBaHe Ha BCEKH
KOHKPETEH Mpo0JjieM, CBBP3aH ¢ HapylllaBaHe Ha MpaBujIaTa OT CTPaHa Ha TEXHUTE Jella.

4. YuacTBaT CbC CBOM MPE/UIOKEHHS B OINpPEJENSHETO Ha MpaBujaTa M| MEPKHUTE 3a

0€30I1aCHO MU3I10JI3BAHE HAa UHTEPHET B YUUIIUIIIETO.

S>. llomyuar wuHpopmanus 3a MHGOPMALMOHHO-CHTHAIM3ALMOHHU IUIATGOPMH  KATO
www.gdbop.bg;  www.cybercrime.bg;  www.spasidete.com;  www.safenet.bg;
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PoauTeTe HOCAT OTTOBOPHOCT Ja:

|. llomornar Ha nereTo cu ga W3rpaad yMeHHsl 3a OHJIAWH OOLIyBaHe M 0e30MacHO
H3I10JI3BaHE Ha HHTEPHET.

2. OChIIECTBABAT IMOCTOSAHEH KOHTPOJ 3@ CUTYPHOCTTA Ha IETETO CH B HHTEPHET.
5. llposiBsiBaT MHTEpeC KbM aKTUBHOCTTA Ha JICTETO CH B MPEKaTa, BKIIOYHTEIHO M

CH3/IaBAaHETO Ha IPOQUJIU B COLMATIHU MPEXKH U PETHCTPALIMM B CAaTOBE U MOOWIIHH
[MPUJIOXKECHHMS, KaKTO MW Ja PpassiCHAT II0CJICJACTBUSATA OT Cb3JAABAHETO W/WJIW
pPa3slpOCTPAaHECHUETO HA ONPEACTIEHO ChABPKAHUE.

4. llpum ycranoBsBaHe, 4e IETETO UM € XepTBa Ha KHOEPTOPMO3, 1a CUTHAIM3UPAT Ha
oraen ,KubepnpecrenHoct” kbMm [naBHa nupekums ,,bopba ¢ opraHusupasara
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(https://www.safenet.bg/), kakto ¥ Morat aa NHOTbPCAT ChAeHCTBUE OT JlUpeKLus
,,COIMAIHO IoJroMaraHe™ 10 MECTOXKMBEEeHEe Ha JeTeTO ¢ e OKa3BaHe Ha
[ICUXOJIOTHYECKa MOJKperna Ha JeTeto. B To3u ciydyail TpsaOBa 1a yBeaoMST | U

NUPEKTOPA HA YUHJITMILETO.

>. (CbXpaHsABaT 37paBeTO Ha JACTETO, KAaTO MPOCJIEAsSBaT BPEMETO 3a H3IO0JI3BAHE Ha
UHTEPHET.

0. Ysenomsar nupekropa Ha CY“lI'eH. Bnagumup CrtoiyeB®, KoraTo UM CTaHE H3BECTHO,
ye JETETO UM € OOEKT Ha TOPMO3 OT APYro JETE, C KOETO € B €HO U CBIIO YUHITHIIIE.

=

O6mu npasuia 3a Ge3onacu

ru

T . L Farery ]

Kato y4eHHUK CBbM JUTBXKEH Ja Clla3BaM CJIEIHUTE NpaBuia. AKO C€ 3aTPyJIHsABAM B TAXHOTO
pazOupaHe, Mora Jia 1oJjiyda noJiKperna oT poaAMTe) UJIM OT YYUTE, 3a J1a MU Ob1aT OOSICHEHH

. He paBam nuuyHa uHpoOpmanus: UMe, aapec, napoJja OT €JIEKTPOHHA noua, npodusa B
COLIMAIHA MPEXKa, JIMUEH TEJICPOHEH HOMEDP, YUMJIMIIETO, B KOETO yya.

2. He naBam uHpopmalus 3a mectopaboTraTa WM JIMYEH U Cl1yKeOeH TesehOHEH HOMED
Ha POJUTEIIUTE, HACTOMHULIATE, OJIM3KUTE, MPUSITSIIMTE, CbYYCHHULIMTE U TO3HATHTE CH
0€3 TIXHO pa3pellICHHUE.

3. He wu3npamam ¥ He KayBaMm OHJIAiH CBOM CHMMKH M BHMJ€a, 0€3 mpead ToBa Ja €
OOCBIAEHO U B3€TO PEUICHUE C POJAUTEIUTE MH.

4. He w3npamam UM HE KayBaM OHJIAWH CHUMMKHM M BHJEA HaA IIPHUATEIM, ChbY4YCHHIIH,
POJIHUHH, YUYUTE/IH, OJIM3KH, [TI0O3HATH U 1p., O€3 mpeau ToBa Ja € 00CHJACHO C TAX, a B
cllydyauTe, KOraTto Ce Kacae 3a MOM IPHUATE/IH, CbYYEHHULHM, Ja € ChIJIaCyBaHO OT TSIXHa
CTpaHa U C POJAUTEJIUTE UM.

5. He otroapsiMm ¥ HE OTBapsM IpUKA4YCHU (aijioBE Ha €JIEKTPOHHA MOlIa, MOJy4ye€Ha OT
HEMO3HAaT nojarell. 1 MoXe 1a CbabpaKa BUPYC UK ApYyra 3JI0BpPEIHA porpama, KosTo
Ja YBPEIM KOMITIOTbpa/TeiepoHa/TadlieTa UM Ja IO HaIlpaBH YSI3BHUM 3a BBHIICH
JIOCTBII.

6. llle ce mocbBeTBAM C POJAMTEIIMTE CU/YUYUTE, IPEAU Aa CBaJIs WJIM MHCTAJIMpaM HOBA
[IporpamMa/ImpuI0KEHUE Ha KOMIKOTBHP, TejedoH, TadJleT, KaKTO M HE IpaBs HHUIIO,
KOETO MOJKE J1a yBPEIX KOMITIOTbPA UJIK Ype3 JAJCHO JEHCTBHE J1a C€ Pa3KpUsT JaHHU
3a MEH U CEMEUCTBOTO MHU.




10.

1.

14.

15.

16.

17.

18.

Hemara, kouTO mpaBs B MHTEpHET, He TpsAOBa Ja BpPeNAT HAa APYTM XOpa WM Ja
MPOTHBOPEYAT HA yCTAHOBEHHUTE NIPaBuiIa (4acT OT TAX Ca YPEIACHH B 3aKOHM ).
M3BecTHO MU €, 4e e 3a0paHeHo J1a ce U3I0JI3Ba UYXKJI0 MOTPEOUTEICKO HME, naposia u
€JIEKTPOHHA ITOIIIA.

He nuia 1 He KayBam HUIO, KOETO MOXKE J1a € 00M/IHO MM YHU3UTEITHO 3a MEH HIIH 33
JIPYTH XOpa.

He3zabaBHO HMH(OpPMHpaM BB3paCTeH (POJMTEN, YYHUTE], AUPEKTOP,YUHIIMLICH
[ICUXOJIOr, IMEIarorH4eCKu CbBETHHUK), KOraTo IornajHa Ha MaTepuasIid, KOUTO Me KapaT
Ja C¢ YyBCTBAM HEYJOOHO HJIM Ha MAaTepHUaM C BPEIHO MJIH HE3aKOHHO ChIbPIKAHHME,
KOETO MOXe Jaa ObAc IopHOrpadus, NponoBsIBaHE Ha HACHJIME U TEPOPHU3IBM,
CTHUYECKA U PCIIMTMO3HA HETOJICPAHTHOCT, ThPrOBUs C HAPKOTHULIM, Xa3apT U JIp.

He otroBapsiM Ha cbOOLLEHUS, KOUTO ca OOM/IHHU, 3aIlJIALIMTETHH, HEIIPUIMYHHU HJIH Me

Kapar Ja ce€ 4yBcTBaM Hey100H0. MH(popMupam poauTeIuTe CH/KJIaCHUS PbKOBOIUTEN,
YUYUTEJI, JIUPEKTOP, I€JIarOri4yeCKru CbBETHUK 3a TAKUBA ChOOILEHUS.

. AKO HSKOM Me OOM)KJa WM TOPMO3M OHJIalH, HE OTroBapsM. JlOKjajgBaM ro Ha

OTTOBOPEH  BB3paCTEH  (POAUTEN,  YYUTEJ, JUPEKTOP,YUYHJIMILEH  I[ICHXOJIOr,
[IeJaroriyecKu ChbBETHHUK). Mora u caMm fa JokJjiaaBaM, KaTo 110J1aM CUIHajl Ha CaMU
CaUT HJIM  Ha  IIOCOYEHUTEe  aapecu:  www.gdbop.bg; www.cybercrime.bg;
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JloOpe e na HanpaBs BegHara eKpaHHa CHUMKa (CKpPUMHILIOT) Ha ChOTBETHHS Pa3roBOP
UJIM ChIAbPXKAaHHUE KaTo EJIEKTPOHHO [J0Ka3aTe/ICTBO, KOETO MNpeJaBaM Ha OTrOBOpEH
Bb3pacTe€H (pOAMTEJ, YYUTEJ, JAUPEKTOP,YUYHJIMIIEH IICUXOJIOI, MeJaroru4ecku
CbBETHHUK).

Baumasam, koraro pasroBapsim B 4yar. [lomHsi npaBuio Nel: ye xopara OHJIAaHH He
BUHArM Cca T€3H, 3@ KOUTO CE€ MPEACTABAT U MOIaT Aa ThPCAT OINpeAeIeHa HHpopMaLus,
C KOSTO Ja 3J10yIoTpeOsT ¢ MEH UJIM ¢ Apyrute xopa. [TpaBuno Ne2 € ye He mpaBsi HULILO
Ha JIpYyTr YOBEK B Mpexara, KOETO HE MCKaM Jla MU Ce CJIY4Yd M Ha MEH.

AKO ce CJIy4yH J1a onajHa Ha uH(popMalms WM JApyro cbabpkKaHue B Mpexara, KOeTO
HE MU XapecBa MJIM ME TIAlIM 10 HAKAaKbB HAYKWH, MOTa Ja MoJaM CUTHAI

Ha JICHOHOIIHAaTa U Oe3riatHa Hauuonanuara tenedonHa juHuA 3a aena 116 111, Ha
3a 0€30MmaceH MHTEPHET Ha aapec: www.safenet.bg, uiu Ha TexHUs TejaedoH 124 123,
WJIM TIPE3 yaT-MoAyJjia Ha www.safenet.bg .

lllllllllllllllllllllllllllllllllll Lmn

He tpsaOBa na npuemaM cpeuiu ¢ JIdia, ¢ KOUTO CbM C€ 3all03Hajl/a B UHTEPHET, OCBEH
CJIe]l CbhIJIaCMETO Ha poauTeaute MU. [loMHs, 4ye xopara, ¢ KOMTO C€ 3aro3HaBam
OHJIAaMH, HE€ BHMHArv ca TEe3U, 3a KOUTO c€ npeacraBar. OnMTBaM C€ BHUHArv Ja
[MpOBEPsABaM JaJIi YOBEKHT OTCpEIla HAMCTUHA € TO3H, 3@ KOrOTO Ce IMPEACTaBs 4ypes
[IPOBEPKA MO UME, UMEHJI, CHUMKA U KOHTPOJIEH BBITPOC, HA KOUTO OU TpsOBasIo Jia 3Hae
OTrOBOPA, aKO € HAaUCTUHA TO3U. | [py CbMHEHHE MOXKE 1a 110J1aM CUTHAJT UJIK 1A IO ThPCS
ChBET Mnpe3 caiita Ha [leHThpa 3a Oe30maceH UHTEpHET www.safenet.bg.

M3nmon3BaM HacTpoMKUTE 3a O€30MaCHOCT M 3alidrara Ha JIMYHWATE JIaHHA Ha
COLIMAJIHUTE MPEXKU, MOOMJTHUTE TTPUJIOKECHUS U Opay3bpUTE.

M3nos3BaMm pyHKIMsTA 3a Oe30macHo ChphupaHe. He nocemasam CanToOBE B UHTEPHET,
KOUTO Ca CbC ChABPXKAHUE, HENOAXOAALIO 3a JIETCKA ayITUTOPHUS.

M3noa3BaM TpyaHH (IBJITH, C IJJABHU M MAJKW OYKBH, HM(PPU U CIELUAIHU 3HALM) U
pa3JIMYHU 3a BCEKU CAUT IapOJIH.



19. M3noJsi3BaM aHTHBHUPYCHA [1pOrpama, KOsSTO CJjie/IBa PeJOBHO € c€ OOHOBSIBA. 3a€IHO C
OTTOBOPHUTE BB3PACTHU (POMMTEN, YUMTEN, JAUPEKTOP), MOJIBPKAM IOCICAHUTC
AKTYQJIM3UPAHU BEPCUM HAa BCUYKU [IPOrpaMH U MPUII0KEHMUS.

20. AKO moJyi3BaM OOIIM KOMIIIOTPHM, BUHArd MpOBEPSABaM Jald CbM W3JIA3BI/U3JA3]1a OT
npoduiia cu, Cae] KaTo CBbPIIM yaca. B ciyyait, ye Hameps yCTPOUCTBO, HA KOCTO IpyT
yYeHHK € pabOTHJI, HO He € 3aTBOpHMJI Npoduia cv, BeaHara e u3isza O0e3 na
periaexaaM, IPOMEHsIM MK 100aBsM MH(pOpMallks B IpoQuiIa My.

CXEMA 3A YBEJIOMSBAHE B CJIYYAU HA KUBEPTOPMO3

e
TNete | Poauren-
v HACTOMHHUK,

[MOIEYUTEI], APYT
roJjiaralll I'puxu

Fm - —_— - —

3a JIETETO
CucreMeH -
aIMUHUCTPATOP
YyuTe., Bb3MUTaTeNl,
PBKOBO/IUTEJ]
Harnpasienue UK1>
JUPCKTOP>
[ICUXOJIOT ,I1€JarOrTHYeCKHU
CIIeLIMAJTUCT
JlupexTop TR Tupexis
HarmmoHaiHa TeJ1. JIMHUS 3a ,,ColMasyiHO
aena 116 111 [oJaroMaraHe’

www.cybercrime.bg
www.safenet.bg

ten. Ha LleHThp 3a Oe3omnaceH
uatepHer 124 123 )

N

KPATBHK PEUHUK U JOII'bJIHUTEJIHU CBbBETH:

KAYBAHE U CHHOAEJAHE HA CHUMKMH — CHUMKM WA BHACO HA NCTE, YYCHHUK,
DOJIUTEI, YYHTEN, AUPEKTOP, MCUXOJIOr, PECYpCeH y4IHTEIL, OJIU3KHU, MPHUATEIU, IMO3HATH HIIU
HEero3HaTH JIMIa ca MyOoJIMYHO JOCTHITHU W300pakeHUs: B MHTEPHET, KOUTO MOTaT Jia €a KaicHH OT
POJUTENNTE WA JAPYTU YWIEHOBE HA CEMEHCTBOTO, MPUATEIIH, ChyUCHHIM 1 1IP. Te3u, kouTo ca ru
CITOIC/TH/IM/KAYMTA B UHTEPHET, MOYXKE Jla UMaT M3Ls10 100pH HAMEPEHHUS KbM Hero/Hes. Ho takoBa
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ChIbPIKAaHHE MOJKE J1a HAaKbPHABA JIMUHOCTTA U IOCTOHHCTBOTO Ha JIMLCTO. [IpenopbuuTEIHO € MO
HUKAKBB TIOBOJL 14 HE Ce KauBaT CHUMKHM Ha JIeTe, 32 KOUTO UMa U HAH-MAJIKOTO CbMHEHUE, Y€ MOTratT
1a My HaBpeIAT U 6e3 Heroso cbriacue. CIONENSHETO HA CHUMKH € YECTO CPEIIaHO SIBJICHUC B
COLIMAIHUTE MPEXKH, 3aTOBA OCHOBHA MPENOPbKa € M0J00HK CHUMKH i@ C€ CIIOJALIAT CaMo € XOpaTa
OT CIIUCHKA C MPUATEIM HA YOBEKA, KOMTO MCKa Ja Kayd CHHMKATa, W OLIC o-g00pe — caMo C
rpyrnara Ha Hai-OJIM3KW MPUATEIH OT PEATHHS JKUBOT. BaXKHO €, KOraTto ce CHUMa CbC cMapT(OH,
1a ce yBepUTe, Ye CHUMKHMTE HE Ce KauBaT aBTOMATHYHO B MMPO(HIIa Ha POAMTEIIS WK JETETO B
caiiToBe karo MHcrtarpam Hamnpumep. B npoduidre Cd B COLNHATHHTC MPEHKH TpsiOBa J1a CTe
CUTYPHM, Y€ CT€ HACTPOUJIM JIOCTBIIA IO CHUMKHUTE CH TaKa, 4e Jia CC BMXKAAT CaMO OT MPUATCIIMTC
Bu. CpII0TO ce OTHACH W 32 HACTPOMKHMTE Ha OOJIAYHHU YCJIYTH, B KOUTO C€ ChAbPKAT CHUMKH H
HHdOpMaLUs.

OHJIAUH (KUBEP) TOPMO3bT mnpexncrasiisiBa HM3I0JI3BAHETO HA HHTCPHET 34
HaHACSHE HAa eMOLIMOHAIHA Bpeda BbPXY APYry Xopa. TopM0o3bT B MHTEPHET MOXKE Jla Ma pa3jInaHH
hopmu. Toii Moxe ja MHHABA NPE3 pasNpOCTPaHsBAHE Ha [OAUIPABATCIHA 1 OOMJIHU CHUMKH U
BIICOK/TMIIOBE B CAWTOBE 3a CIIOJIeNITHE HA BUAEOChAbpPXKAHKE KaTo VboX7 U YouTube, cp3gaBaHe
Ha (amuuBd NpouiIn ¢ OOUIHO CHIbPKAHUEC B COLMATHH MPEKH KaTo Ask.fm, ®eicOyK U
VHcTarpam, KakTo ¥ B CbOOIIEHHs U H300paXXEHUS B IIPUIIOKCHUA 3a KOMYHHKALMA KaTo Ckaum U
BaitGbp, MIM B M3MNpallaHeTO Ha OOMOHH CHOOILCHHSA W KOMCHTapH, B CBIIHTC CauToBE M
[1aTMOpPMH.

KPAJKBATA HA INTPO®UJI (xakHaTt npoguJ) npejacTapisiBa NPHCBOABAHETO Ha HYy AUl
noTpeOUTEICKM NMPOQHI B COLMAIHA MPEXKA, maropma 3a oburyBaHe (Hanpumep DercOyk).
eNIeKTPOHHA No1a uim apyr cait. KpaxOara craBa BE3MOJKHA Upe3 BIM3AHE C ITpaBriIHaTa rapoJia
" HeiHATA TOIMSIHA C HOBA M HEM3BECTHA 32 YOBEKA, Ha KOrOTO MPUHAUICKHU NTPOPHITBT. BB3MOXKHO
e cien kpaxbara mpoduIBT Ja ce M3I0J3Ba 0€3 3HAHHUCTO M CHIVIACHETO Hd MIBPBOHAYATHUSA

cOBCTBEHHK. AKO Ha JeTe TMOJ 3aJbJDKUTETHATa 3a IOBCYETO COUMAIHM MPEXH BB3PACT O 13
roqvHM (Ta3W BB3PACT € Takapa, 3alloTO IMOroJsiMara 4acT OT MOIMYJISpHH COLMAIHM MPEKH €4

aMEpPHKAHCKK W IIpaBHJIaTa 3a IOJI3BAaHC Ca cb0Opa3eHUu ¢ aMEPUKAHCKOTO 3aKOHO/ATEJICTBO) C€
cb3naBa codcTBeH Mpodui BB PeiicOyK, MHOIO € BaXHO I1pH u300pa Ha Bb3pacT Ja ce u3depe 1o
18 TOMHY, THH KAaTO 3a HEIBJIHOJETHUTE MOTPEOUTENIN MMA BXXHH NOIIBJIHATCIIHH Al 1TH.

KPAJKBATA HA JIMUHU JAHHMU e Bua KOMIIOTBPHO MPECTHILICHUE, TIPH KOCTO CC
NpUA0OMBAT yXKIM JIMUYHK JaHHHU C 11e]1 QUHAHCOBA H3MaMa MJIH 3710yNoTpeda KaTo TErjieHe OT
GanKoBa CMETKA, MJIM KaHAMWJATCTBaHE 338 KPeIUT OT 4UyXK/10 uMe. la3u onacHOCT MO NPHHIHIT HE
2acsTa T0-MAJTKUTE Jella, KOMTO He MPUTEeXaBaT JIMYHH JOKYMEHTH, OAaHKOBH CMETKH HIJIM KapTH.

Ho npu TuitHe#HpKbpUTe Hal 14-rouinHa Bb3pacT TO3M PUCK CTaBa akTyaJlCH.

OUIINHT ATAKUTE ca Haii-pasnpocTpaneHara ¢popma Ha VIHTCpHET U3MaMma H ITMPOKO
M3IO0JI3BAH OXBAT OT KOMITFOTHPHM MPECTBIIHUIM 3a MOJYy4aBaHC HA BayKHA uapopmanus. Tosa
[MpEeCTBbIICHHE C€ HapHya ,,QUUIMHT (,,phishing” — "3apubsaBaHe”, NMpoM3IH3a OT fishing -
pruOOJIOB), 3aI0TO CIEKTPOHHUTE CHOOIIECHHUS, KOUTO C€ pasipallar, ca Kato BBJIMLIM~ C OCHOBHA
[leJ1 TOJTyYaTeNIuTe Ja Ce ,,XBaHaT Ha TIX I10paau CBOSATa HEOIMMTHOCT 1 HEOCBEJOMEHOCT, KaTO UM
otroBopaT. IIpy (QHIIMHra M3MaMHULIUTE pasnpaiiaT ¢JICKTpOHHA IO, KOATO IPETEHAUpa, 4e
WIBa OT MOYTEHA KOMIAHWsS W CE ONMTBA Ja YOeau mosydaress Aa Jaac BaxHd JIMYHA WJTH

dbunancoBa uHpopManus. EJIeKTPOHHOTO cboOLIEHHEe OOMKHOBEHO MOJIM Ja C€ M3MpaTAT JIMYHU
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aHHM W JaHHY 3a 0aHKoBa CMETKa B OTrOBOp WJIM Jia ¢€ BbBCAAT Ha yeOcalT, KbM KOHTO UMa
Bpb3Ka. Te3u JaHHH ca HallpUMeEp MOTpeOUTEICKA UMEHA, [1apOJId ¥ HOMEpa Ha KPEIUTHH KapTH.

3AIIUTA HA KOMITIOTBbPHUTE MPEXKHU OT OITACHA EJIEKTPOHHA ITOLIA

L. He Tps0Ba aa ce nNposBsBa HHUIIMATHBA 32 10/y4aBaHc Ha UMEMJ MMcMa, HHTCPHET
CTPaHMIIM, KOWUTO IpeiaraT Oe3riaTHi Wi IJIAaTeHH yCIyrd W CTOKH, HeClO mpejiaraiiy J1a BH
M3MPaTAT NPOMOLUH 110 e-mail. OTKaXeTE Takaa yCJIyra.

2. VMeiin apechT ce CIio/ess caMo IpH Hysk/aa. Korarto ce npeiasa 1o €At 1k ApYyT
[HOBOJ, Cé BHHMABa 3a CJICIHWTE J(BE HElla: bPBO Ja¥ OpraHu3aiaTa Wik HOBCKbT, KOUTO T'0
[10JiydyaBar, Lll€ BU H3MpaTH HEXKEJIaH UMENJI; BTOPO, MOXKE JIM Jla C€ pa3dyrTa, € UMENJT aJIpeChT
HsiMa J1a ObJie JaJACH Ha TPETO JIMLIC.

3. He ce oTBapsT UMEHIUTE B HEXKEJaHa IMOLIA. Hukora He ce OTBapsiTe NMPUKAYECHH
haiinoBe B ChOOIIEHHs OT HEMO3HAT MU3Ipamiat. AKO He ce TMo3HaBa uMero B moieto ,,OT", He
OTBapsAiTe NPUKAYECHUS (DA,

4. AKO ce MOJy4Yd HEOYaKBaHO CHOOIIEHHE ChC CTPAHCH MPUKAHCH dain oT mo3Har
M3mpaniad. To O MOrJIo 1a ChAbpKa BUPYC. MHOTO 3JI0BPEJIHH MPOrpaMu ce pasnpoCcTpaHAaBaT 10
BCUUKM KOHTAKTH, KOMTO HAMEPAT B noulata Ha 3apa3eHus KOMIIOTDHP. TakuBa cbOOLIEHHUS YECTO
MMaAT CTpPaHHA TeMa WJIM HME Ha IpUKauyCHHS baitn. Uecto ToBa € IIETOBUTO CBHOOLICHHE,
HAChPYABAILO MOTyYaTe/s a BUAM KapTHHKA WK J1a MPOHCic [MpUKa4yeH TEKCTOBH (ais. BuHaru

M3KMCKBaiiTe MOTBBPIKICHUE OT M3IIpalliada, Mpeau 1a OTBOPUTE CHOOLIEHHE UK IIPUKAYeH (Haui1 OT
TaKbB BU/L. |

. [IpoBepsiBa ce IbJIHOTO UME HA MPUKAYCHH daitn. CKpUTHTE pa3IIMPEHUS OT UMETO
na daitna morar ja 3a0myasaT Ja OTBOPHUTE 3apdsch nprkadyeH (ailn oT uMeHa. Bunaru ce
[poBepsiBa A/l HMEII PHUIIOXKSHUETO 110Ka3Ba IIBIHOTO UME Hd npukadeHust Gpaisi, BKIIOYUTETHO
pasiMpeHreTo. Bupycu u uepBer morar Ja €€ ChAbpAal BbB (paiiyioBe, KOUTO M3IJICKAAT KATO
KapTHHKH, HAIIpUMEP ¢ PA3IIMPCHHUE jpg. Ho € Bb3MOXKHO 12 UMAT CKPUTO PA3IIMPCHHUE, KATO .exe
W .vbs KbM UMETO Ha (aitia, KoeTO O3Ha4aBa, 1c MPUKAYSCHHUSAT daiin HE € KAaPTHHKA, a Iporpama,
KOSITO 11l C€ CTapTHpa, IIIOM C€ OTBOPH MPHUKAYCHHA dait.

6. BuumaBa ce ¢ GdaimuBuTe NpeaynpekaCHus 3a  BHPYCH. danmuBuTe
[peayNpekACHUs 32 BUPYCH Ca M3BECTHH KaTo "hoaxes". Tosa e (annuBO CbOOIICHHE, KOCTO

HOJBEXIa MOTpeOMTENMTEe Ja BApBAT, 4e ca MOJTydH/IH BUPYC H M HacbpuaBa Jla npenpatiar
[peLypeKAeHUETO Ha BCEKH, KOroTO M03HaBart.

7. He oTBapsaiiTe UMEIII, ChIbpKalll HEXKEIaHa PCKIaMa. Toit Moxe 1a ObJie U3MO0JI3BaH
3a IIpeHacsiHe Ha BUPYCH U YCPBCH. OT chobOpaXkeHus 3a CUTYPHOCT OH TpsOBaJIO Ja U3TPUBATE
BCHMUKH PEKJIAMHU CHOOIIEHHUS OT HETO3HAT H3Ipalliat BejHara, 0e3 ja ra oTBapsrTe.

8. He ce W3MoJ3Ba caMO €JHa MOLIEHCKa KyTHs 3a BCHHKO. CreuMaIMCTUTE 110
KMOEPCHIYPHOCT MPENnopbhyBaT Ja €& OTKPUBAT HAKOJIED pa3JIMuyHK TIOLIM W Jia C€ pasiesAT Mo

[peaHa3HayYeHHUE.

9. M36srpaiiTe CHINO Taka Ja Mperpamare mucMa MEx1y HAKOJIKO Ballli [OIIEHCKHU
KYTHH.

10. He e penopbuMTeIHO Ja Ce MPenpamiar micMa 10 HAKOJIKO yoBEKA €JHOBPEMEHHO.

OcobeHo TakuBa, OT THMa - 'Ipenparere ro 10 7 yopeka W 1€ BU ce CIyud Henlo XybaBo' WM
"HoMOTHETE Ha OOJIHOTO MM JI€Te, KaTO NpernpaTuTe ToBa IMMCMO Hd MHOT'O XOpa, €11 KOH CH LIC MU
ajie 3a BCEKM 3 MMeHIa > 11eHTa, HallpuMED. Te3u nucMa ce pasnpocTpansaBar € LE] chLOUpaHe Ha
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NefiCTBUTEIHHE UMEMIT apecH, Thil KaTo IpU Mpernpamiaie, KbM MHCMOTO ¢e 100aBAT aBTOMATHUHO
M aapecuTe Ha mpeaHuTe nosyyaread. Ciiell HAKOJKO Npenpamatus, B ¢IHO TaKoBa MHMCMO CC
cHOMPAT HAKOJIKO CTOTHIIM pPeaIHd MMEUIT azipeca, KOMTO CJIC/1 TOBa €€ IpOJaBat Ha dbupMu 3a cram.

1. AKO BCE TaK MCKATe Ja MpenpaTuTe HAKaKbB TEKCT MM HH(QOpMALMS, KOATO CTC
[OJTY UHJIH, KOMMpaiiTe TEKCTa M IO W3MpaTeTe Karo HOBO mucMo. He mpenpamanTe MnpeaHoTo,
BBIIPEKH Y€ € IPUMAaMJIMBO 110-J1€CHO. Taka e npeanasuTe MpuaTesiuTe Cu OT OBbJE1L CIIaMm.

12. AKO TOpajM HsAKAaKBa TPUYMHA IBPKUTE Jla MPENpaTUTe OPUTHHAIHOTO IMHUCMO.
cnoxere anpeca B BCC (Blind Carbon Copy) BmMecto B CC. Taka HUKOK OT MOJIy4aTe/IMTe HAMA Ja
BUIM aJpecuTe Ha Apyrute nosyyaread. llpuuuHaTta j1a ro M3nojsBare HE € Ja CKpHCTC
[OJIy4aTe/IuTe €JMH OT JPYT, a Ja I NpeANasuTe, B Cllydan u¢ aapecHaTa KHUra UK CICKTPOHHATd
[oLa HA HAKOM OT TAX CTaHe JOCThIIHA HA cram-00T (Hanmpumep nopaau BMpyCHa HHEKUUA Ha
KOMITIOTBPA MY ).

13. [leyanOa oT JoTapusi: He cTe creueannid. CrnaMmbpuTe U3MOI3BAT HaH-pas3IniHM
MpUMaMJIMBH 3arjiaBusl Ha MMCMaTa, 3a Jla HakapaT roJjy4are)is a I'd OTBOPH. MHOro noTpeOUTeIM
HAHCTMHA OTBApAT MOA00HM mucMma. JlopH cjiel OTBapsHETO BEAHAra na ro M3Tpucte, CaMolo
OTBapsHE Ha MUCMOTO O MOTJIO J1a OTBBPAH, Y€ aAPECHT € peaIeH ¥ BUC CTC IO HOJIYHHIH.

14, OTUCBaHe OT OIOJIETUH, 3@ KOMTO HE TOMHHUTE Ja CTE CC 3aITACBAJIH. YecTo cpelaH
METOJI, M3MOJM3BaH OT CIIaMBPHUTE 3a HAaMHpaHE HA AKTUBHHUTE IMOIUCHCKH aJpeCH. M3npama ce
GIOTEeTHH ¢ JIMHK 3a OTmucBaHe (yxk) OT mnosydaBaHeTo Mmy. OTHHMCBaWKM Ce€, BCBIIHOCT
NOTpeGUTEIAT MOTBBPIKAABA, Y€ H3IMOJI3BA MOIIECHCKATa KyTHS, ¢ KOCTO BeaHara BJH3d B criam
nueTuTe. BMecTo 1a ce oTnucBare, OJOKUpauTe MMojy4aBaHeToO Ha MMCMa OT TO3H aJpec.

15.  He oTBapsiiTe mucMa, KOUTO Ca PULIMHT aTaKH. Hait-noOpusaT HAYWH J1a Ce 3ALMUTHTE
OT GUIIKMHT aTaKK € KaTO HUKOra HE OTBAPATE HUIIKHT THCMa, HO YECTO € TPYAHO Jia €€ pasro3Hac
Koe TTMcMOo € GUILIMHT aTaka. MoxeTe J1a I'd pa3ro3HacTe I1o:

+  O6pouienuero ¢ "Dear Customer” 1K "Dear User", a He BalieTto UMe.

. B IMCMOTO MHILE, 9e akayHTHT Bu e Obae NpekpareH B cilydau, 4e He IIO’[B’bp,ZlHle
naguuTe cu HeszabaBHO. /Hackopo cnaMbpuTe H3I0JI3Baxa nmoo0eH IMoXBaTr KOrarto

Cxkaiin ce cpuHa 3a | neH. PasnpocTpaHuxa CHOOLIEHHUS, Y€ CKaMIl 1€ YUCTH HCAKTHBHH
aKAyHTH M CE€ MCKalle Jia Ce pasnpaTH choOIIeHe Ha TTOHE 15 moTpeduTens, 3a 1a ce
JIOKA)KE€ aKTUBHOCT. ,

e JMeilThT WABA OT AKAYHT, IpHJIMYall, HO HE €/IHAKBB C TO3H, KOMTO W3I0JI3BA U3BECTHA

bupMma, opraHuszanus 1 JIp. AKO HE CTC CUT'ypHH 1)1 MUCMOTO € (PUIIMHT WK HE, HaH-
noGpe € J1a He OTBAPATE JIMHKOBE, KOUTO €a nyOJIMKyBaHH B HETO, @ /1a HAMIICTE Ha PbKa
aJjpeca Ha caiTa, KOMTO BH € HEOOXOTUM.

e AKO CTe MOJIYYHJIM TaKOBA IKMCMO, 3a NPCANOYUTAHE € 11a OJIOKMpATe aapeca, OT KOUTO €
usnpareno. Korato ro 6;10kupare, Bue 1aate ykasaHus Ha [TOLLIEHCKUSAT KIIMEHT, Ye TOBA
e criaM | He TpsiOBa ja ce npuema. [ loBedeTo notpeduTenu 00aye mpocTo U3TPUBAT CllaMa

U TOM [IPOABbJKABA 1a u/Ba B KYTHATA.

HactosimuTe BbTpemHu npasujia ¢a yTBbpA¢HH CbhC 3al10BCA Ne 1232/27.03.2019r. na
Jlupexropa Ha CVY ,, I'ed. Bragumup CroiiueB*



